
Gaps and Alignments:

Despite differing contexts, we found evidence of shared features in how access control is perceived and 
enacted on nearly all thematic levels. This alignment suggests that fundamental principles of access 
control transcend domains. 



Differences:

The themes did not frequently align on a one-to-one basis at the domain-specific clustering level. This 
divergence may indicate

 how people discuss these issues in public forums, may be influenced by emotional, technical, or 
cultural factors

 either there is a cultural avoidance of discussing access management and access revocation in the 
industry remembering, or this is an under evaluated area of access control (possibly because of 
threat of legal recourse looming larger in industry than breakups)



Implications for Industrial Access Design:

Insights from emotional and relational contexts could inform the design of more human-centered and 
adaptable industrial access control systems, addressing both technical and interpersonal dimensions.
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Romantic Breakups as a Lens for 
Industrial Cybersecurity: 


Cross-Domain Insights for Access Control

What gaps and differences in access control practices emerge from comparing digital 
disentanglement narratives in romantic breakups and industrial cybersecurity, and how can these 
insights improve industrial access protocols?
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Introduction

Industrial cybersecurity faces an urgent challenge: 30% of 
cyber breaches now occur through valid account misuse, 
representing a 70% increase in just one year [1]. Traditional 
technical solutions fail to address the more ‘human’ elements 
of access control, leading to significant financial losses. This 
research proposes looking at the problem through a new lens: 
examining industrial access control through the lens of 
romantic breakups —where complex digital disentanglement 
and access revocation also occurs, but under specifically 
emotional circumstances.
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GOAL: Derive novel insights for 
industrial access control system design 
by analyzing digital asset management 

during romantic breakups.

Translating gaps and alignments into design heuristics for industrial access control, focusing on themes 
that were less common in industrial access control data: access management, access revocation, and 
socio-emotional impacts.
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We used a comparative grounded theory approach to examine 
the processes of digital disentanglement across two contexts: 
romantic access control and industrial access control. This 
approach allowed us to iteratively develop theory while 
comparing patterns between these domains
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Analysis Proces
 Open and axial coding to develop core categories and 

identify shared and divergent theme
 Manual (re/)clustering of emergent patterns within each 

contex
 Cross-context comparison 

RQ:

[1] IBM Security. (2024). X-Force threat intelligence index 2024. https://www.ibm.com/reports/threat-intelligence
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